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Executive Summary

Thank you for your interest in thBefendX Softwar€ontrolQF®.DefendX Softwar€ontrot
QF<ontrols storage for millions of users worldwid@efendX Softwar€ontrotQFSextends our
best-of-breed technology, allowing you to manage Windows® and-id&fd storage as a
seamless whole.

Given the architecture of your NetApp® Filer®, EMC® CIFS Server, EMC® Isilon, Dell® NAS or
Hitachi® NARefendX Softwar€ontrotQFSdoes its job remotelyDefendX Softwar€ontrot

QFSuses a connector service to create a bridge and include Filers/CIFS Servers/Hitachi
NASs/Isilon/Dell NASs as full participants in storage environments controllebefgndX

Software ControtQFS In Ight of this fact, you will need to install the NAS/EMC/Hitachi/NRT
connector on one of the Windows Server® 2008, Windows Server® 2012, or Windows Server®
2016 machines in your environment. This may be an existing server or workstation or a
standalone syste.

To be managed byefendX Softwar€ontrolQFSversion 6.5 or later (excluding versions 7.1) of

the Data ONTAP® operating system for Filers, or version 5.6.49.3 or later of the DART operating
system for CIFS Servers, or version 6.1.1684.18 of or vé&¥dick684.18 of the HOS operation
system for Hitachi NASs is required.

DefendX Softwar€ontroFQFScan be used to manage Windows servers, Filers, CIFS Servers,
Hitachi NASs, Filer clusters, CIFS Server clusters, and Hitachi NAS clusters, EMC lI§ila8s, Del
or any combination of these systems.

DefendX Softwar€ontrofFQFSimposes no restrictions on how you organize or manage your
storage. You can impose policies on individual directories, users, and/or groups of users. Unlike
ControtQFSor NAS Cortrol-QFSor Windows has the ability to set quotas on files.

NOTES:

1 Version 5.6.49.3 or later of the DART operating system is the minimum fol
support.

1 Version 7.3 or later of the Data ONTAP operating system is required for NFS s

1 If ControlQFSis installed on a Windows Server 2008 or later, it is t
recommended to upgrade to Data ONTAP version 7.3.3 or later

9 Version 8.2 or later of the Data ONTAP operating system is required for supp
Cluster mode NetApp Filer.

1 With HOS operabn system for Hitachi NASsIf ControlQFSis installed on &
Windows Server 2008 or newer, then the HOS version must be 7.0.2010.00 o

1 If you want to use ematbased messaging and notifications, access to an €
server is required.
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To instalDefendX Softwar€ontrokQF2n Windows, a login with administrator rights is needed.
You will be installing three different services: tBefendX Softward YI NI t 2f A O0& al y
service, theControlQFSservice, and the NAS/EMC/Hitachi/NRT connector servic

The DefendX Softwaré&mart Policy Manager service should be installed with a domain user
account as its service account so that it can communicate with your mail system and other
storage servers with which it may share policies. ChatrolQFService requires a domain user
account with local administrative rights on the Filer, EMC CIFS Server, Hitachi NAS, EMC Isilon, or
Dell NAS. Th€ontrotQFSonnector service uses this account as well.

Your hardware should be appropriate for the servingsning on each machine.

DEFENDX Copyright © 2019 DefendX Software
2
‘ Software 6



DefendX Softward Y NI t 2f AO& al yI 3S]

The first step in usinpefendX Softwar€ontrolQFSs to lay out your strategy for quota policies
FYR FAES O2yGNRf LRtAOASaAad . ST2NBE Paskdfdes i KA & X
engine:DefendX Softwar&mart Policy Manager.

DefendX SoftwareSmart Policy Manager allows you to orga&nigour storage resource
management policies in a way that is a unique fit to your organization. If you manage by
geography or administrative unit, you can use that plan. If you manage by class of machine, that
approach works just as well. Often, companiese a mixed moda perhaps geography,
department, and type of machin®efendX Softwar&mart Policy Manager has the flexibility you
need to make usin®efendX Softwar€ontrolQFSsimple.

Once you have laid out your management structubefendX Softwar&mart Policy Manager
provides policy replication throughout your enterprise. It allows machines to access the policies
in their containers and inherit policies from all levels above that point in your hierarchy. You no
longer need to configure and manadeetmachines on your network one by one.

As you start to configure the software you have installed, begin with theldegl container
under the root organization (in the following example, My Site). This is the Global Network
configuration, whose containewve created during installation.

£ NTP Software Smart Policy Manager {TM) H=] E3
File Edit Wiew Options Help

S| & B R X |

E|-- My Crganization Mame | Type | Status | Descripkion | Created |
=3 My s |Qu0ta &File Se... QuotaSe... Available MTP Software ... 9/13/08 20:54:49
uoka & File Sentinel

Disk. Quoka Policies
[ Filz Control Policies
- File Management Policies
g Server Directories
% Server Shares
=28 qFs_cIFs

4| | =
1 object(s) WINZE WM _FZWINZ  (Local Ho: LM
A4

NOTEWith ControtQFSor Windows, the application name in the hierarchyisfendX
Software ControFQFSand notQuota & File Sentineas withControtQFSor NAS.
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Preparing theControFQF3Machine

To prepare theControkQFSmachine, you need to add HOSTS and LMHOSTS file entries that
include the IP address and the CIFS server name of the EVS. The IP address should be the one of
the dedicated network. It is recommended that tl@ontrotQFSsoftware and the Filer be
connected via a dedicated/private network. If it is connected to a private network, then the
HOSTS and LMHOSTS file entries need to be modified. If using the public network, then the
companies DNS infrastructure should be sufficient.

Important: The loga account used to register with the NetApp Filer (the account that will be
assigned to theControbQFSO2 Yy SOG2NJ AaSNWAOSyL ySSRa (42 oS |
administrator group.

Preparing NetApp Filers

Refer to this section only if you have NetApiers attached to your environment. If you do not
have a NetApp Filer, you should not apply the instructions specified in this section.
Enabling the fpolicy Management Service (NetApp Filers)

DefendX Softwar€ontrotQFSrequires NetApp Filers to run Data ONTAP version 6.5 or later
(excluding versions 7.1).

NOTES

1 Versions 8.0 and 8.1.0 of ONTAP can run in one of two modasdé or C
mode.

9 DefendX SoftwareControtQFSfor NAS, NetApp Edition requires the Clus
mode NetApp Filer to run Data ONTAP version 8.2 or later.

If the ControlQFSicense key supports NFS, the managed Filer ONTAP version need to be 7.3 or
newer. If ControlQFSis running on Windows Server 20@8 newer, it is recommended to
upgrade to ONTAP version 7.3.3 or newer. If your Filer is running any version that is not
supported, you must upgrade your operating system before you proceed; please refer to your
NetApp documentation for instructions.

DefendX SoftwareControFQFSsupports NFS with NetApp FileBefendX Softwar€ontrolQFS
RSLISYRa 2y (GKS LINRPLISNI O2y FAIdzNI A2y 2F (GKS CAf
documentation for instructions on how to set up the Filer user mapfilag

DEFENDX Copyright © 2019 DefendX Software
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Data ONTAP versions 7.0.6 and 7.2.2 contain a number of fixes that address stability and memory
issues related to fpolicy functionality in Data ONTAP. NetApp strongly recommends that
customers using fpolicsnove to one of these Data ONTAP versions or later (excluding version
7.1).

The Data ONTAP 7.1 release family is currently not supported by fpolicy.

For more information on NetApp Filers, consult NetApp Customer Support Bullet®08B2:
Fpolicy Updatdor Data ONTAP.
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Adding Your Filer to th®efendX SoftwareControlQF3 olicy

Hierarchy

Next, you need to add your Filer to the collection of servers being managedfepdX Software

ControlQFS

1. RunDefendX Softwar€ontrotQFSAdmin by clicking Start Brograms >befendX Software
ControtQFSor NAS befendX Softwar€ontrotQFSor NAS Admin.

2. Rightclick My Site and select New > Filer.

3. You will be prompted to enter a name. The name you enter here must match the name of
your NetApp Filer.

4. Now that you have added your Filer to the collection of servers recognizddebgndX
Software ControlQFS right-click the Filer you just added and select New > Quota File &
Sentinel Application. Entries will appear under the Filer for Disk Quota andCéiiieol
policies.

5. Next, we need to associate the policies you will create here with a Filer. IDéfendX
SoftwareSmart Policy Manager hierarchy view (the left pane), click the plus sign (+) adjacent
to the name of the Windowbased server on which yoastalledDefendX Softwar€ontrot
QFS

6. Rightclick Quota & File Sentinel under that entry and select Properties to opeDéfendX
SoftwareControtQFSConfiguration screen.

7. Click theNetApp Connectotab.

8. Click theAdd button.

9. Enter the name of your Ieér and clickOK

10. ClickOKin the DefendX SoftwareControFQFSConfigurationscreen.

b A

4
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Preparing the EMC CIFS Server

Refer to this section only if you have one or more EMC CIFS Servers attached to your
environment. If you do not have EMC CIFS Servershgaldsnot apply the instructions specified
in this section.

Preparing theDefendX Software&ControlQF3SNindows
Machine

Perform the the following steps to prepare the Windows machine to IesfendX Software
ControlQFS

1. Before installingdefendX Softwar€ontrolQFS$ you have to make sure that Celerra Event
Enabler (CEE) version 4.5.2.3 or later is appropriately installed and configured in your
environment. Contact EMC for further information on this configuration. CEE versions from
6.0.0 until 6.0.3 are ot supported. If you will install CEE version 6.x then it must be 6.0.4 or
higher. If you need to manage VNX ( 8.1.3+), then you must use CEE version 6.6 or higher.

2. DefendX Softwar€ontrolQFSrequires the EMC Celerra to run DART version 5.6.49.3 or
later. If your Celerra is not running version 5.6.49.3 or later, you must upgrade your operating
system before you proceed; refer to your EMC documentation for instructions.

3. Atfter installing the Celerra Event Enabler on BefendX Softwar€ontrotQFSnachineyou
need to specify the software with which the CEE will register. To do this, set NTP for the
following key:

HKEY_ LOCAL_ MACHINESOFTWAREMG Celerra Event
Enabler \ CEPR CQMConfiguration \ EndPoint

If you installed CEE version 6.0.4 or higher, then thestiggvalue will be:

HKEY_LOCAL_MACHINESOFTWAREEMG CEB CEPR CQMNConfiguration \ End
Point

NOTES

9 If DefendX Software€ontrolQFSis installed on an environment that hé
'‘DefendX Softwar€&A with Proxy Service' installed, the registry value na
"ProxyServe' in the registry key name
"HKEY_LOCAL_MACHBEFTWARETPSoftwareECS" on theControk
QFSmachine must be set to the machine name on which 'FA with P
Service' is installed. This alloBefendX Softwar€ontrolQFS y R W(
t N2 E& { S Ndprogad@n thezsame 2nMilonment.

DEFENDX Copyright © 2019 DefendX Software
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ImportantY ¢ g2 ALISOAIf LISNNYAZAA2YAT a9@0Syd b20AFTAOIGAZY . @&t
EMC connector service account on the PDM that hosts the managed CIFS Server

EMC Connector service is registering with only one EMC Proxy service. That EMC Proxy service
registers with all EMC CAVA services that are registered with all managed EMC NAS devices.

The connector registry key in EMC edition is:
HKEY_LOCAL_MACHISBFTWARETPSoftwar€ECS
The following registry value needs to be configured under the connector registry key:

ProxyServer a string value, that should contain either the NetBiosName or the Fully
Qualified Domain Name (FQDN) of the NASyPservice machine. If this value is empty
or doesn't exist, the local machine name is used.

Important:

1 There is flexibility to manage specific NAS device(s) through NAS Proxy service ¢
than the one defined in the connector registry key.

1 The uegr can create théroxyServeregistry value under the NAS device registry k
to allow the Connector service to manage this specific NAS device by a specil
Proxy service. This registry value is not created under the NAS device registry
defaut.

1 The user needs to create it manually, only if, he/she needs to manage this specif
device by a specific NAS Proxy service.

1 If this value is empty or doesn't exist, the value under the connector registry key v
used, if it is also empty @loesn't exist, the local machine name is used.

The NAS device registry key in EMC edition is:
HKEY_ LOCAL MACHISEBFTWARBTPSoftwareECSConnectedCelerrasDevice name>

The following are the two registry values that the user might set in the registrihgeNAS
device, in addition to thé&roxyServeregistry value described above.

I.  ApplicationPriority. the NAS Proxy service orders registered applications based on
priority. This registry value is a DWORD value that should contain the application
priority according to which it will receive the requests from the registered NAS Proxy
services, and its responses will be processed by those NAS Proxy services. The default
value for this registry value is 4, and the minimum is 0 and the maximum is 100. If the
use sets this registry value to any value outside this rar@entrotQFSwill set it
automatically to the default value.

[I.  ConnectionMaintPeriodinSecA DWORD value that should contain the interval in
seconds for the Connector service to check the statugsotennection with the
registered NAS Proxy services that is managing this NAS device. The default value for
this registry value is 4 seconds, and the minimum is 1 second and the maximum is 300
seconds (5 minutes). If the user sets this registry valu@yovalue outside this range,
ControtQFSwill set it automatically to the default value

DEFENDX Copyright © 2019 DefendX Software
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4. The following are the two registry values that the user might set in the registry per the NAS
device for the NAS Proxy service.

HKEY_LOCAL_ MACHISBFTWARBTPSoftwar&ENasProxyConnectedNasDevicksDev
ice name>

1 ConnectionMaintPeriodinSecA DWORD value that should contain the interval in seconds
for the NAS proxy service to maintain the connection with the registered NAS device. The
default value for this registry valuis 4 seconds, and the minimum is 1 second and the
maximum is 300 seconds (5 minutes). If the user sets this registry value to any value outside
this range, the NAS Proxy service will set it automatically to the default value.

1 NoRegProcThreadA DWORD wa¢ that should contain the number of requests processing
threads for the managed NAS Device. The user can change this value according to the load
on each of their managed NAS devices i.e. Increase the number of threads for busy NAS
devices and decreasefdr non-busy NAS devices. The default value for this registry value is
20 threads, and the minimum is 1 thread and the maximum is 50. If the user sets this registry
value to any value outside this range, the NAS Proxy service will set it automaticéiléy to t
default value.

NOTES

1. Changing theNoRegProcThreadsegistry value requires restarting the N4
Proxy service, so as the change takes effect.

2. In EMC edition, there are no updates related to the EMC CAVA service r¢
key/values. Each CAVA service should indicate its proxy server (which cg
remote or local) using thendpoint registry value.

3. If the proxy server is local, thendpoint registry value should have the wor
'ntp', otherwise the endpoint registry value should have the wo
'ntp@ProxyServerFQDN.e if the proxy service is installed on a machine nat
'DevTeam.NTP.com' and it is not the local machine on which the EMC
senice is installed, then thendpoint registry value on the EMC CAVA ser
machine should be 'ntp@DevTeam.NTP.com'.

Preparing the EMC CIFS ServerDafendX SoftwareControk
QFSManagement

For any CIFS Server that will be manage®éfendX Softwar€ontrolQFS once the server is
started and has mounted its root filesystem, go to the .etc directory and create the cepp.conf file
(if it does not exist). You have to edit this file to include your CEPP pool description.

NOTE The cepp.conf file must comh at least one line defining the pool of CE
servers. If the line is too long, you can adit the end of each line:

DEFENDX Copyright © 2019 DefendX Software
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pool name=<poolname> servers=<IP addr1>|<IP addr2>|...

preevents=<eventl>|<event2>|.... \

postevents=<event3>|<event4>|.. \

posterrevents=<event5>|<event6>|... \

option=ignore or denied \

reqtimeout=<time out in ms> \ retrytimeout=<time out in ms>
Kindly note:

i Each event can include one or more (or all) of the following events:
o0 OpenFileNoAccess
o OpenFileRead
o OpenFileWrite
o CreateFile
o CreateDir
o0 DeleteFile
o DeleteDir
o CloseModified
o CloseUnmodified
0o RenamekFile
o RenameDir
o0 SetAclFile

o0 SetAclDir

1 Postevents and posterevents are not supportedDefendX SoftwareControtQFS We
recommend turning them off to improve performance. Dropping those two fields from the
CEPP will stop the Celerra Control Station from generating events of those types from that

Data Mover.
1 At least one event, one pool, and one server per pool mustdimed.

Recommended timeout values:

DEFEﬁNDX Copyright © 2019 DefendX Software
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1 The recommended value for reqtimeout is 5000.
1 The recommended value for retrytimeout is 750.
Perform the following steps to edit the cepp.conf file:
1. Log on to the celerra control station as su.

a. Typemount server_2:/ /mn t2 to mount the root filesystem. (Create /mnt2 if
it does not exist, and replace server_2 with your Physical Data Mover name if you are
configuring a different Physical Data Mover.)

b. Type cd /mnt2/.etc and look for the file cepp.conf. Create the filedbis not exist.

c. Use vi to edit the cepp.conf file. Edit the servers field to use the IP address of the
machine runningDefendX Softwar€ontrotQFS The result should look something
like this:

pool name=cqgm servers=10.30.3.57 preevents=* option=ignore
reqtimeout=5000 retrytimeout=750

2. Type server_cepp servercgervice-stop and press Enter.

3. Type server_cepp server¢gervice-start and press Enter.

NOTEReplaceserver_2 with the name of the Physical Data Mover you wan{
configure.

These steps creatine configuration that allow®efendX Softwar€ontrolQFSo register with
and manage your CIFS Server. They must be completed before you try to cobfefara X
SoftwareControlQFS

Adding a CIFS Server to theefendX SoftwareControFQFS
Policy Hierarchy

Next, you need to add your EMC CIFS Server to the collection of servers being managed by
DefendX Softwar€ontrolQFS

1. RunDefendX Softwar€ontrotQFSAdmin by clickingtart > Programs>DefendX Software
ControFQFSor NAS> DefendXSoftware ControFQFSor NAS Admin

2. RightclickMy Siteand chooséNew > Celerra

3. You will be prompted to enter a name. The name you enter here must match the name of
your EMC CIFS Server.

DEFENDX Copyright © 2019 DefendX Software
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4. Now that you have added your EMC CIFS Server to the collectienvefs recognized by
DefendX Softwar€ontrotQFSright-click the EMC CIFS Server you just added and sé&dact
> Quota & File SentinelApplication.

Entries will appear under the EMC CIFS Server for disk quota and file control policies.

5. Next, you need t@ssociate the policies you will create here with an EMC CIFS Server. In the
DefendX Softwar&mart Policy Manager hierarchy view (the left pane), click the plus sign (+)
adjacent to the name of the Windowsased server on which you installBe&fendX Softwae
ControlQFS

6. RightclickQuota & File Sentinalinder that entry and seledropertiesto open theDefendX
Software ControlQFSConfigurationscreen.

7. Click theEMC Connectotrab.
8. Click theAdd button.

9. Enter the needed information; name of your EMC CIE&eg the control station IP,
username, and password. At the end of the wizard, é¢licksh

10. ClickOKin the DefendX SoftwareControFQFSConfigurationscreen.

You are ready to move on and create some policies.

Preparing Hitachi NAS

Refer to this sectioonly if you have Hitachi NASs attached to your environment. If you do not
have Hitachi NASs, you should not apply the instructions specified in this section.

Preparing the Hitachi NAS fdefendX Software&ControlQFS
Management

There is now one generdAS proxy service handling both EMC and Hitachi editions. The registry
configuration needs to be configured properly to manage the NAS devices correctly.

To prepare the Hitachi NAS server, the following must be taken into consideration:

1. For each EVS (virtual server) managedbfendX Softwar€ontrolQFS at least one CIFS
server name must be created and must join the same domain aSémérotQFSmachine.

2. The logon account used to register with the Hitachi NAS (the account that vedidigned to
the ControlQFSonnector service) needs to be a member of the Hitachi server's local group
Backup Operators, which can be added from the Hitachi Server comhmanititerface (CLI)
using the following command:

DEFENDX Copyright © 2019 DefendX Software
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localgroup add "Backup Operators " <FQDomainName \ AccountName>
3. The FileFiltering feature must be enabled. To enable it, use the following command:
fsm set allow -ntp -file - filtering true

4. Turn on FileFiltering after the Connector service is started. This can be done by running the
followingcommand on the Hitachi Server management CLI (it will start the notifications flow):

file - filtering Ton

NOTEThe preceding step must be performed afi2efendX Softwar€ontrolQFS
is fully installed, so please follow up on the installation sections step by ste
explained in the Installation Guide, until you are advised to perform this step.
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5. In the Hitachi connector registry key, enter the following key:

HKEY_LOCAL_MACHISBFTWARETPSoftwar&BCS

The following registry value needs to be configured under the connector registry key:

1 ProxyServerA string value that should contain either the NetBiosName or the Fully Qualified
Domain Name (FQDN) of the NABXy service machine. If it is empty or doesn't exist, the
local machine name is used.

NOTES

1 There is flexibility to manage specific NAS device(s) through NAS Proxy service o
than the one defined in the connector registry key.

1 The user can creatthe ProxyServeregistry value under the NAS device registry k
to allow the Connector service manage this specific NAS device by a specific NA
service.

1 This registry value is not created under the NAS device registry key by default. Tl
needs to create it manually, only if, he/she needs to manage this specific NAS
by a specific NAS Proxy service.

1 If this value is empty or doesn't exist, the value under the connector registry key v
used, if it is also empty or doesn't exigigtlocal machine name is used.

6. The NAS device registry key in Hitachi edition is:

HKEY_LOCAL_ MACHISBFTWARBETPSoftwareBC$SConnectedTitans<Device name>
NOTES

The following are the two registry values that the user might set in the registry pe
NAS device, in addition to tieroxyServeregistry value as described above.

I.  ApplicationPriority: NAS Proxy service orders registered applications bas¢
priority. This registry value is a DWORD value that should contair
application priority according to which it will receive the requests from
registered NAS Proxy services, and its responses will be processed by
NAS Proxy services. The default valoe this registry value is 4, and th
minimum is 0 and the maximum is 100. If the user sets this registry val
any value outside this rang&;ontrolQFSwill set it automatically to the
default value.

II.  ConnectionMaintPeriodinSecA DWORD value that shdulcontain the
interval in seconds for the Connector service to check the status ¢
connection with the registered NAS Proxy services that is managing thi
device. The default value for this registry value is 4 seconds, and the min
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is 1 second ad the maximum is 300 (5 minutes). If the user sets this reg
value to any value outside this rangeontrotQFSwill set it automatically to
the default value.

b A

4
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Adding an EVS to thBefendX Software€ControFQFSPolicy

Hierarchy

Next, you need to add your EVS to the collection of servers being mana@efdndX Software

ControlQFS

1. RunDefendX Softwar€ontrotQFSAdmin by clickingtart > Programs>DefendX Software
ControtQFSor NAS> DefendX SoftwareControFQFSor NAS Admin

2. Rightclick My Site and choog¢ew >EVS

3. You will be prompted to enter a name. The name you enter here must match the name of
your EVS.

4. Now that you have added your EVS to the collection of servers recogniz€fepdX
Software ControlQF5 rightclick the EVS you just added and seldetw > Quota & File
SentinelApplication.

Entries will appear under the EVS for disk quota and file control policies.

5. Next, you need to associate the policies you will create here with an EVS. DetbedX
SoftwareSmart Policy Manager hierarchy view (the left pane), click the plus sign (+) adjacent
to the name of the Windowbased server on which you installBgfendX Softwar€ontrot
QFS

6. RightclickQuota & File Sentinalinder that entry and seled®ropetties to open theDefendX
Software ControFQFSConfigurationscreen.

7. Click theHitachiConnectortab.

8. Click theAdd button.

9. Enter the name of your EVS.

10.ClickOK

11.ClickOKin the DefendX SoftwareControtQFSConfigurationscreen.

b A

4
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NRT (Near Real TimBevices

Unlike NAS devices iBontrotQFSeditions, NRT devices do not send notifications to the
connector service. User actions occur on files/directories on the NAS device. Insteadtioheeal
processing of user actions, an NRT connector performs geriechnning on the managed
directories of the NAS device, to apply some operations and policy enforcement.

For example, a periodic scanning for a directory managed by Quota policy, finds that a managed
user is over quota limit on that directory. In thisseatheControtQFSconnector service applies
denywrite security configurations on that directory for this user. This means the user will not be
able to add more files to that managed directory, which is the same result of denying write
operations in reatime devices when the user exceeds the quota limit.

The difference is that redglme devices such as Filers do not apply security configurations on the
managed directory to enforce policies. Instead the Filer notifies the connector about the user
action vhen the user is trying to add a file, for example) and the connector processes that user
action at real time and reply to the Filer telling it to deny this user action.

Since NRT devices are not real time, the user may still be able to write after tbegdethe

quota limit, until the next periodic scanning occurs. Periodic scanning can apply File Control
Policies (FCPs) by either Delete or Quarantine files that match the policy criteria. Periodic
a0FyyAy3a OFy 06S 02y TAIdzZNBNRA ZFRVERO] O} yYNRTRASREGINEG KA |
NRT Connector registry key:

al YO, ¢[ h/ ! \SOETWARHNTBS®ftward w ¢ ¢

It represents 3 different modes of +&an, which depend on the number of days that should
elapse between each two successivesoanning for almanaged directories, as in the table
below.
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For more details of registry value, kindly check the table below:

Registry Key Expected values

In addition to initial one, run scaat
midnight (if scanning isn't alreac
running)
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PreparingeMClsilon

Refer to this section only if you have EMC Isilon devices attached to your environhyent.do
not have EMC Isilon devices, you should not apply the instructions specified in this section.

Preparing the EM@ilonfor DefendX Software€ControlQFS
Management

To prepare the EMC Isilon, the following must be taken into consideration:

1. Each Isilon managed BefendX Softwar€ontroFQFSmust join the same domain as the
ControtQFSnachine.

2. The logon account used to register with the EMC Isilon (the account that will be assigned to
the ControlQFSonnector service) needs to be a membétlee Isilon's local Administrators

group.
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Adding anlisilonto the DefendX Software&ontrolQF3Policy
Hierarchy

Next, you need to add your Isilon to the collection of servers being manadedfbpdX Software
ControlQFS

1.

RunDefendX Softwar€ontrotQFSAdmin by clickingtart > Programs>DefendX Software
ControtQFSor NAS> DefendX SoftwareControFQFSor NAS Admin

2. RightclickMy Siteand chooséNew > Isilon.

3. You will be prompted to enter a name. The name you enter here must match tne o
your Isilon.

4. Now that you have added your Isilon to the collection of servers recognizddebgndX
SoftwareControtQFS rightclick the Isilon you just added and selé&tw > Quota & File
SentinelApplication.

Entries will appear under the Isiloarfdisk quota, file control and file management policies.

5. Next, you need to associate the policies you will create here with an Isilon. DeaftendX
SoftwareSmart Policy Manager hierarchy view (the left pane), click the plus sign (+) adjacent
to the nane of the Windowsbased server on which you installBgfendX Softwar€ontrot
QFS

6. RightclickQuota & File Sentinalinder that entry and seled®ropertiesto open theDefendX
Software ControFQFSConfigurationscreen.

7. Click theNASConnectortab.

8. Click tle Add button.

9. Enter the name of your Isilon.

10.ClickOK

11. ClickOKin the DefendX SoftwareControFQFSConfiguratian screen.

b A
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PreparingDellNAS

Refer to this section only if you have Dell NASs attached to your environment. If you do not have
Dell NASs, yoshould not apply the instructions specified in this section.

Preparing theDell NAS forDefendX SoftwareControlQFS
Management

To prepare the Dell NAS, the following must be taken into consideration:

1. Each Dell NAS managedbgfendX Softwar€ontrolQF3nust join the same domain as the
ControtQFSnachine.

2. The logon account used to register with the Dell NAS (the account that will be assigned to the
ControtQFSonnector service) needs to be a member of the Dell NAS's local Administrators

group.
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Adding aDellNAS to theDefendX SoftwareControlQF3olicy

Hierarchy

Next, you need to add your Dell NAS to the collection of servers being manadeeifdrydX

SoftwareControlQFS

1. RunDefendX Softwar€ontrotQFSAdmin by clickingtart > Programs>DefendX Software
ControtQFSor NAS> DefendX SoftwareControFQFSor NAS Admin

2. RightclickMy Siteand chooséNew >Dell NAS

3. You will be prompted to enter a name. The name you enter here must match the name of
your Dell NAS.

4. Now that you have added yo Dell NAS to the collection of servers recognize®efendX
SoftwareControtQFSright-click the Dell NAS you just added and seldsiv > Quota & File
SentinelApplication.

Entries will appear under the Dell NAS for disk quota, file control andnfieagement
policies.

5. Next, you need to associate the policies you will create here with a Dell NAS .Defeéred X
SoftwareSmart Policy Manager hierarchy view (the left pane), click the plus sign (+) adjacent
to the name of the Windowbased server on which you installBgfendX Softwar€ontrot
QFS

6. RightclickQuota & File Sentinalinder that entry and seled®ropertiesto open theDefendX
Software ControFQFSConfigurationscreen.

7. Click theNASConnectortab.

8. Click theAdd button.

9. Enter the name of your Dell NAS.

10. ClickOK

11.Click OK in thBefendX SoftwareControtQFSConfigurationscreen

b A

4
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User Group Resolution

When a user makes a user action on a managed NAS device, the connector service sends this user
SID toControlQFSservice to start resolving its usgroup membership from Active Directory.
TheControtQFSservice works on resolving group membership reimaly from Active Directory,

by continuously contacting Active Directory to retrieve the groups to which the current account
belongs, in Depth first strategy, to get the whole 'Member Of' information in a complete manner.
After the service finishes the rekition of the received user SID, it starts sending all of these
groups to the connector service. The connector service then caches this user SID with its group
membership information for better performance, and maintenance is done periodically for this
cached information.

Group Group Resolution

In ControlQFSservice, the resolution procedure is extended to cache the ggnaoip
membership information after making usgroup resolution for any user SID. A periodic
maintenance is done concurrently on thiscbed information. This caching will enhance
performance of usegroup resolution mentioned above, because retrieving group membership
from Active Directory will be done only once for each group on theskr action done by a user
member of this group (either direct or indirect member) and it will be cached and maintained
periodically, so any later resolution of group membership for the same group will be retrieved in
no time from cache instead of retrig it from Active Directory. At service shutdown, the
ControlQFS service will save the cached groegmpup information in a file named
'‘GrpGrpCache.dath the installation directory.

Group Group Resolution Configuration

The groupgroup resolution cachesito be configurable by some registry values. The following
registry values will be added under the followi@gntrotQFSservice registry key:

HKEY_LOCAL_ MACHISEBFTWARBTPSoftwargQuota Sentinel Service

i. GrpGrpCacheRefreshMinuted o configure the timeeriod in minutes, according to
which the cached resolution information is considered -dated and needs to be
updated again from Active Directory. The default value for this registry value is 30
Minutes, and the minimum is 5 minutes and the maximum B8D0minutes (one week),
inclusive. If the user sets this registry value to any value outside this r@oge;otQFS
will set it automatically to the default value.

ii. GrpGrpCacheExpireDay$o configure the time period in days, according to which the
resolution information is considered not used and needs to be deleted. The default value
for this registry value is 20 days and the minimum is 10 and the maximum is 150 days (five
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months), inclusive. If the user sets this registry value to any value outsideatige,
ControtQFSwill set it automatically to the default value.

NAS Device Registeration Status

The user can check the status of each managed NAS device displayed under its "@ileta &
Sentinel" tree node. There are three different statuses with specific icons for each managed NAS
device;Unknown, Managed andUnmanaged The icon of the status node changes according to
the NAS device status as shown below:

Icon | Status Case

At ControlQFSAdmin startup or when there is any failure
retrieving the status.

Unknown

Managed When managed.

Ed | Unmanaged | When unmanaged.

When the tree node of the NAS device status is seletitediight-hand list view displays different
information about the NAS device depending on the connection status:

If the status is Managed the installed operating system on that NAS device will be displayed.

If the status isUnmanaged, the reason otonnection failure to the NAS device will be displayed.

NOTEIn case of thiManagedstatus, the same is applied for EMC and Hitachi Editi
taking into consideration the name of the column i.e. 'Data Mover DART Version'
case of the EMC Editi@and 'EVS HOS Version' in the case of the Hitachi Edition
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!’n Quota & File Sentinel =]
File Edit Yew Options Help

BB x| e = EE

=1 Hi' My Drganization Daka Mover DART Wersion  © CEE Servers' IPs I Last Received HeartBeat Time
=5 My Site £ 170120 10,20.2. 135 Mever

- RasHaD-TST 10.30.3.179 08/21/2011 15:54:16
-- Quoka & File Sentinel

=98 emc7o_sz_cs1
E|" Quota & File Sentinel

Disk Quota Policies
BB File Control Policies
% File: Management Policies
-- CIFS Server Directories
% CIFS Sever Shares

o] Status

At startup, theControkFQFSAdmin displays the status of all managed NAS devicksn&sown'

and the Filer ONTAP Version as 'Unknown'. Once the Admin retrieves the connection status of
each managed NAS device, the data will be refreshed. The refresh rate is configurable in the
"Misc. Options"tabinthé v dz2 G | yR CAf S dipl&ox.A y St ¢ t NP LIS NI A ¢
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NTP Software FSE Configuration »

E mail Configuration I SHMP Configuration I Ewvent Options
Mizc. Optiors | [Drazkboard Configuration I Security I EMC Connector

— % Inherit Daily Email Reminder Properties

Draily reminder time: I 2:00:00 A =

b arimum number of reminders: I_
[0 - do not zend reminders] li

— v Inherit Directory Connectar Properties

{7 Wze Active Directon Connector to retieyve emal addresses
! Use LDAP Connestan to retieve email addiesses

{% sppend the SHWTP Domain to form email addiesses

Erimany Host: Secondany Host: O b il W e

I I Imail

LOsR Fart: [LEsF Fiort: LOn&sE Eilter [ ame:
389 329 uid

— % Inherit Tuning Properties
| LowImpact Sizing

= High Impact Sizing

— Inherit MAS Device Status Properties

Mas Dewvice Statuz Refresh Rate 20_:| Sec.

Help |

aK Cancel |

NOTES:

1 The default refresh rate is 30 seconds while the minimum rate is 10 seconds a
maximum rate is 1 hour (3600 seconds).

A A~

T ¢KS NBFTNBAK NIXaGS OFry 06S AYKSNRGSR 1
ControtQFShierarchy.

1 IPs arewritten in the "cepp.conf" file of the host physical Data Mover, if their E
CAVA services are connected with the control station. Any IP  that is written
"cepp.conf” file but doesn't contain CEE or its CEE is not connected with the ¢
station will not be listed. The 2nd column displays the last HeartBeat time rect
by the managing connector service from the corresponding EMC CAVA servic
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Checking the Containestatus

The Container Status nod&mmarizes the status of managed NAS dewiceker any container.
It is displayed under the "Quota & File Sentinel" tree node of each container. According to the
status of the managed NAS device(s) under that container, it can be in one of the following states:

Unknown This is the default status, which will be displayed at startup, and whel
status ofanymanaged NAS device under that containedrknown and
none of them is Unmanaged

4 Managed This is displayed when the statusafmanaged NAS devices under tt
container areManaged

Unmanaged This is displayed when the statusasfy managed NAS device under th
container isUnmanaged

Not This is displayed when the container has no manageddégiSe under it.
Applicable

R

At startup, theControtQFSAdmin displays the default status of the container, whidbngnown,

until it retrieves the connection status of all managed NAS devices under it. Once the user selects
the status node under any container, the connection status of all managed NAS devices or sub
containers under it is listed on the right with some informoatabout these NAS devices or sub
containers.

NTP Software Smart Policy Manager (TM) =] E3
File Edit Wew OQptions Help

‘iua B B X % T H

=i My Qrganization Mare | Type | 25 Yersion | Details

=) My Site _ _ EWs3010 E¥S 7.0.2048.10d
E'" QQuots & File Sentinel EMC?0_S2_CS1 EMCCelerra  T7.0.12.0 Te.0,41.3

g Disk Quata Policies CIFS_WDM1 EMCCelerra  T6.0.41.3 T6.0,41.3

{55 File Control Policies 731Filer Filer 7.3
[} File Management Pdlicies

s Fotatus

i 5 RASHAD-DEY
/- /3% 731Filert

-H8 CIFs_vomi

- [J% EMCF0_52_Cs1
- (3% Evs3010

[y O O O o O
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NOTES

The icon of the Container Status node is set according to the highest ¢
severity of its managed NAS devices or-eabtainers. The status severiti¢
are as follows in descending order frahe most to least severéinmanaged
status, Unknown status, Managedstatus. If a container is empty, then i
status will be displayed a$ot Applicableand it will be ignored in calculatin
its parent container status.

The Container status node refreshed according to the statuses of tl
managed NAS devices. The refresh rate is configured froriviiee.'Options
tab.

NRT NAS devices do not have a status node under its "Quota an
Sentinel" node, and as a consequence these devices will naifsdered in
computing the status of any container that contains them. NRT NAS de
will not be listed in the list of the managed NAS devices{soitainers when
their container status node is selected in the tree.

In case of EMC Celerra NAS device, dtatus validation will check that ¢
least one IP of theControtQFSconnector machine IPs is present in t
'servers=' section of the cepp.conf file, on the host PDM of the managec
server. If theControFQFSmachine IP is missing, the status wal displayed
asUnmanaged
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Diagnosing NAS Device Status

The user is enabled to diagnose a managed NAS device in camihasmaged Unknown, or
evenManaged During the diagnosis process, tB®ntroFQFSAdmin communicates with the
ControtQFSservices and they should be up and running on the connector madordrolQFS
validates eitherControlQFSService or Connector Service statuses depending on the diagnosis.
If any service is down the diagnosis will not start.

NOTES: 1 If there is a firewall controlling th€ontrotQFSconnector machine
then it should open the ports used I§ontrokQFSservices in order fol

ControlQFSto work properly e.g. receiving user actions occur on
managed NAS device and respond to them, sampeémails, popups
wt/ OFfta 0SG6SSy aSNBAOSax Si
1 If the ControtQFSconnector machine is controlled by firewall and a

port is not openedControlQFSwill try to open those ports. IEontrot

QFHailed to open the ports, the Firewall Settings validattest will be
marked as failed.

To diagnose a NAS device status, perform the following steps:

1. Rightclick the Status node in the tree, under any managed NAS device.
2. SelectDiagnosemenu item.

Fﬂ Quota & File Sentinel =]
File Edit Wew Options Tools Help

S
B ‘Eﬂ‘ Iy Organization Daka Maver DART Yersion

E‘ﬂ Iy Site The MAS device '731fler 1 is nok Found in the lisk of managed MAS devices For any conn
- [ RaSHAD-DEY
=128 731filert
E| CQuoka & File Sentinel
-8 Disk Quata Policies
-8B File Cantrol Policies
E File Managerment Policies
-- CIFS Server Directories
% CIFS Server Shares

-9 Emcro_sz_Cs1
=% evsaoio
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NOTES The diagnosis process differs accordinghe NAS device type. The diagno
has 2 forms based on the NAS device type:

1 For NetApp Filer and Hitachi EVS: a progress dialogue appears to
the user about the validation test that is currently in progress. Ii
validation tests succeed, a compt message is eventually displaye

1 For EMC Celerra CIFS Server: a sequence of dialogues is displayec
each dialogue validate a certain aspect of EMC NAS device manag
requirements, and the user is allowed to move forward in the diagr
proces or retry the current diagnosis step if failed, or even quit
whole diagnosis process.
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ShowingAdvancedConfiguration Parameters

The Basic/Advanced configuration mode is a method of hiding/displaying more advanced
configuration parameters from/to the user to prevent confusion and/or misconfiguration. All
configuration parameters are categorized as eitBasicor Advanced By defaul ControlQFS
Admin is configured to run in Basic mode when first installed. The intent is to not even let the
user know that the advanced parameters exist when in Basic mode.

NOTES 1 The state of the Basic/Advanced mode will be stored inGoatrolQFS
Admin machine registry.

1 If the ControlQFSAdmin is closed and reopened, the Basic/Advan
state will return to what it was before the Admin was closed.

To show advanced configuration parameters, perform the following steps:
1. From theEditmenu, selecShow Advanced

F' Quota & File Sentinel

File | Edit Wiew Options Tools Help

=1 Copy crl+E |- |§—
" Paste ZhelH-Y

=4

[y Show Advanced

v Lock Configurations
- = FIAESHAFTUEY
£-J2 731-saad
E=BEE} ot 2 File Sentined

2. In the warning dialog box, clidkes

NTP Software Smart Policy Manager

& Are you sure you wank bo display adwanced configuration parameters throughoot the QF3 Admin?

Yes Mo |

A check mark will appear next to tishow Advanceanenu item and the Admin will show all
configuration parameters (basic and advanced) in all controls and dialogues.

NOTE: To return to theBasic display mode, perform the following steps:
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b A

4

1. From theEditmenu, click the checke&how Advancednenu item.

2. In the warning dialog box, clidkes

NTP Software Smart Policy Manager ]

fou are about ko change the display mode from advanced to basic, Some configuration parameters are not accessible in basic mode, Are you sure
you wank ko continue?

Yes No |
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Locking ConfiguratiofParameters

The user can set manyontrokQFSconfiguration parameters to be "read only”. When in the
locked state, designated parameters cannot be changed but are visible througtotiteolQFS
Admin. This is typically accomplished by disabling the control that holds the configuration
parameter. By defaultControkQFSAdmin is configured to run in unlocked state when first
installed.

NOTE The locking does not prevent users from changing carditipn through the CL
or a script.

To lock configurations, perform the following steps:
1. From theEditmenu, select.ock Configurations

ﬁ Quota & File Sentinel

File | Edit “iew Options Tools Help
=1 Copy Chrl+E |- |§—
s Paste Gl —
Eﬂ

[ w Show Advanced

v Lock Configurations
III-:EL FIAESFTAFTLEY
EI@E 731-5aad

2. In the warning dialog box, clickes

NTP Software Smart Policy Manager E2

Locking configuration will prevent changes to marny configuration parameters. You will need a password From MTP Software ko unlock the
configuration. Are you sure you want ko continue?

Yes Mo |

A check mark will appear next to th@ck Configurationsnenu item and the Admin will enter
the locked state.
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NOTE: To return to the unlocked mode, perform the following steps:
1. From theEditmenu, click the marketlock Configurationsnenu item.

2. IntheUnlock Configuratiordialog box, enter the passwordgrided to you
from DefendX Softwareand clickOK

Unlock Configurations |

Pleaze, communicate with MTP reprezentatives and provide them with the hash-code
below to get the cormezponding password to unlock the configurations.

Hazh Code:

Fazgwiord: I

(] I Cancel

Important: The locked state will be stored in EASE so all inst@edrotQFSAdmins will have
access to the same state. When locked, all Admins will be locked. When unlocked, all Admins wiill
be unbcked.
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RelatingBasic/Advanced Mode with Locking state

TheBasic/AdvancedndLockfeatures are related to each other, because they both change how
the user sees the Ul and deals with it. Simply, the Basic/Advanced feature is responsible for
showing/hiding some controls, while the Lock feature is responsible for disabling/enabling some
controls. Both features can target the same control, and they will not overlap or conflict with
each other.

The rule of treating a configuration parameter grouping control in the same way as the
configuration parameter itself will apply for any configucet parameter, if and only if the
grouping control contains only one configuration parameter. If the grouping control contains
more than one configuration parameter, then the grouping control will be disabled if all grouped
controls are disabled, and it Wbe hidden if all grouped controls should be hidden.

A tabpage can be categorized as a whole to be Basic or Advanced, and governed by the Lock
feature or not. A takpage categorized as Advanced will be completely hidden and will not appear

in the tabsheet. A tabpage governed by the Lock feature will have all its controls disabled if
ControlQFSAdmin is in locked state, and enabled otherwise. If a subset of-pdgk controls is
explicitly categorized to be Basic or Advanced or governed by the Laickdethen the other
non-categorized configuration parameters are implied to be Basic parameters, or NOT governed
by the Lock feature (i.e. not lockable).

Following is a screeshot for each takpage containing a set of configuration parameters, waith
categorization for each of its controls (i.e. configuration parameters) as Basic or Advanced, and
which control is governed by the Lock feature (i.e. lockable).
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NTP Software QF5® Configuration

| SNWP Corfiguration | Event Options |

Uzermarme:

zer Domait:

Eazziord:
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NTP Software QFSE Configuration | Advanced/Lockable
Misc. Options | Dashboard Configuration |  Size Options | Security
Email Corfiguration SNMP Corfiguration | Event Options

¥ iinherit SNMP Corfiguration:

—1 | Enable SHME KMessages

SNMF’EunsaleIF’gddress:I D .0 .0 .0

Cammurity 1 ame: IPLIb"C

oK I Cancel Spply Help
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| Advanced/Lockable

Email Corfiguration | SNMP Corfiqurstion | Event Options |
Misc. Options | Dashboard Configurstion |  Size Options ~ Security

——1 | Enable Security

Name Add... |
ﬁEW Bemnawve |

= MHon-Wwrer Bermzsions

Lozal Policies |nbented Falicies BES Froperties
Full Cantral: v v —‘

&
Read Dnly: ] 7] '
Mt ) (7] i

Owner: Last Modified by:

QK I Cancel App Help
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NTP Software QFS® Configuration x| Advanced/Lockable

Email Corfiguration | SNMP Corfiguration | Evert Options
Misc.Options ~ Dashboard Corfiguration |  Size Options | Securty

IV iinhert QFS Dashboard Corfiguration:

=1 | Enatle OFS Dashboard

[N ashbmard [l I

HTTE Wzer Logon: I

HTTR User P |

Frowy Host: I

Frowm Bort: I 0

Erequersy JI

High I Edium [y

QK I Cancel App Help

vDEFEN DX Copyright © 2019 DefendX Software
‘ Softrare 45



NTP Software QFS® Configuration X|

| Dashboard Corfiqurtion | Size Options | - Securty |

L0 bl I e

LD E Eilter W ame:
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Home Directory : 1 GB Limit - Quota Directory Policy

Managed Users and Groups I Bxempt Users and Groups I Other Recipients
Genewl | Quota | Thresholds | Directories | Exempted Subdrectories

Palicy Name:
IHnme Directory : 1 GE Limit

Description:

Control home directories to @ 1GE hard limit

When more than 1 policy applies
’7|_ Always enforce this one

Distinguished Mame:
IEﬂSE:ffNTF‘ SolutionsQuota & File Sentinel’Disk Quota Policies\Home Direc

Palicy Ownier:
INTF'-SD LUTIONS Administrator

Last Modified by:
NTP-SOLUTIONS Administrator

Created: Tuesday, March 20, 2012 5:35:57 PM
Modified: Tuesday, March 20, 2012 9:36:35 PM

QK I Cancel Apply Help
Managed Users and Groups | Exempt Uzers and Groups I Other Recipients
General Quata Threshalds | Directories

r— Cuata Limit Definition

& Absolute Quota Limit of I 200 MB.

— Huata Limit Propertie

I 100 % of Quata = 200.00 MB

[ o ]

Cancel Apply Help

DEFENDX

Softrare

"Always enforce this one":
Advanced/Lockable

In Basic mode.

The Quota takpage has =
exceptional behaviors, and the
are as follows:

The _ % of Quota is disabled
Basic and enabled in Advanc
mode. Which means that or
creating a new Disk Quota Policy
Basic mode, the user only has t
option to set a soft quota (i.e. kee
Deny Writes urchecked) or set ¢
hard limit fixed to 100% of Quota
which is the default percentage.
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Home Directory : 1 GB Limit - Quota Directory Policy x| Nothing Changes_
_ Managed Users and Groups I Exempt Users and Groups | Cther Recipients
General | Quota  Thresholds | Directories | Exempted Subdirectoriss
Thresholds:
Thresholds | Action | To Triggering Us&rl To Owner | To Recips |
Mone
Wo0w No Email None Email
W9su No Popup Mone Popup
9 At Quota 100% Mo Popup, Email Mone Popup, E...
(B At Overdraft Mo Email None Email
Message Format
[ " Plain Text & HTML
Add... Remaove Propetties... Copy.
ok | canesl | s | Hep |
x| Quota limit is applied
Managed Users and Groups I Exempt Users and Groups I (Other Recipients Advanced/LOCkable
General | Quota | Thresholds  Directories | Exempted Subdirectories
Directories: Total Size: 0
Folder | Status | Type |
s \EVS 024 Users\™ Active EVS
[CanFso2WUsersy™ Active CIFS Server
[CA'wol'Wal 1\Users'® Active Filer
[CADMUsersy” Active Windows
Add | Edt. | Eemove | Size
The Quota Limit is applied
’7 {* To each object individually ¢ As a combination of all objects
QK I Cancel Ay Help

b A
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Home Directory : 1 GB Limit - Quota Directory Policy | Advanced/Lockable
Managed Users and Groups | Exempt Users and Groups I Cther Recipients |

" General I Quota I Thresholds I Directories Exempted Subdirectories
Each subdirectory you enter here will be appended to the managed directoires or
shares to make the full list of the exempted directoires.

Subdirectories:
BGates
SJobs
Add. Edi. | Bemove |

ok | cancel | s | Hep |

Home Directory : 1 GB Limit - Quota Directory Policy | Ba.S'C/LOCkabIe

. Generl | Quota I Thresholds I Directories I Exempted Subdirectories |
Managed Users and Groups I Exempt Users and Groups Other Recipients

Becipients: Default SMTP Domain: @&NTP-Solutions int

& Helpdesk @NTP-Solutions int

1 | i

Add.. Edi. Remove |

OK I Cancel Lipply Help
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Home Directory : 1 GB Limit - Quota Directory Policy

X Basic/Lockable
" Generl | Quota | Thresholds I Directories I Exempted Subdirectories
Managed Users and Groups Exempt Users and Groups I Other Recipients
— Limit Applies To
Al Users * Certain Users
Agcounts:

iNTP-Solutions\Quata_1GE

| |

oK I Cancel Apply Help

Home Directory : 1 GB Limit - Quota Directory Policy X| Basic/Lockable
 General | Quota | Thresholds | Directories | Exempted Subdirectories
Managed Users and Groups Exempt Users and Groups | Other Recipients
Accourts:
$5 BUILTIN' Administrators
$3 NTP-Solutions'Quota_VIPs
4| | i
Add.. Edit.. Fenove |
QK I Cancel Lpply Help
YD
EFEN DX Copyright © 2019 DefendX Software
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Managed Users and Groups | Exempt Users and Groups | Cther Recipients
General | Criteria I Cantrol Options I Directories I Exempted Subdirectories
Paolicy Name:

IHUrne Directory : Multimedia Blocking

Description:

Block multimedia files in home directories

Distinguizhed Name:
IEASE:HNTF Solutions™Guota & File Sentinel\File Control Policies\Home Direc

Palicy Cwner: Last Modffied by:
INTF-SDLUTID NS\ Administratar NTP-SOLUTIONS Administrator

Created: Tuesday, March 20, 2012 5:50:02 PM
Modified: Tuesday, March 20, 2012 5:50:.02 FM

QoK I Cancel Apply Help

Home Directory : Multimedia Blocking - File Control Dire

Managed Users and Groups I Exempt Users and Groups I (Other Recipients
General  Criteria I Control Options I Directories I Exempted Subdirectories

— File Control Policy Disposition
% Manage These Pattems " Exclude These Pattems

Pattems:

E&:mmon Audio Files
Eﬂommon Graphics Files
El:ornrnon Video Files

1| | i

d.. | Edt.. | | Bemove |

¥ Enable ZIP file content scanning
¥ Enable NTP Software Deep Scan Technology

QK I Cancel Apply Help

DEFENDX

Softrare

Nothing changes.

Zip Scan: Advanced/Lockab
unchecked is default

Deep Scan:Advanced/Lockable
unchecked is default

Disposition: Advanced/Lockabl
Manage is default
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— File Control Settings
Qpen for Read Open for Write Create New
Log Evert: - - o
Always Allow: e e ‘e
Always Deny: O o o
—Messages
" Plain Tet = HTML Message Text and Actions...

x|

Managed Users and Groups I Exempt Users and Groups I Other Recipients I
General | Crteria  Control Options | Directories | Exempted Subdirectories

OK I Cancel

Apply Help

b A

DEFENDX
‘ Software

| |
x|

Managed Users and Groups | Exempt Users and Groups I Other Recipients
General | Crteia | Control Options | Exempted Subdirectories
Directories:

Folder | Status | Type |

[J"FS\Users Active EVS

[CANF5024 Users Active CIFS Server

[0 wol Vol 24 Users Active Filer

CADMJsers Active Windows

Add... Edit Eemove

Basic/Lockable

Nothing changes.
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Managed Users and Groups | Exempt Users and Groups I Cther Recipients |
General I Criteria I Control Options I Directories | Exempted Subdirectories

Each subdirectory you enter here will be appended to the managed directoires or
shares to make the full list of the exempted directoires.
Subdirectories:

Agd.. | Edi. | Bemove |

QK I Cancel Apply Help

Home Directory : PST Audit - File Management Directory ﬂ

Managed Users and Groups | Exempt Users and Groups I Cther Recipients I
General | Crteria | Aletts | Thresholds | Directories | Exempted Subdirectories

Palicy Name:
IHnme Directory : PST Audit

Description:

FST file Audit in home directories|

This file policy is dependent on folder policy:
I Browse. . Clear

Distinguished Name:
IE.F\SE:HNTF‘ Solutions"Guota & File Sentinel\File Management Policies Home

Palicy Cwner:
INTF‘—SD LUTIONS \Administrator

Last Modffied by:
NTP-SOLUTIONS Administrator

Created: Tuesday, March 20, 2012 5:58:41 PM
Modified: Tuesday, March 20, 2012 5:55:22 PM

QK I Cancel Apmly Help

DEFENDX

Softrare

Basic/Lockable

File Control Policy: Managed Use
and Groups takpage:
Basic/Lockable.

File Control Policy: Exempt Use
and Groups takpage:
Basic/Lockable

File  Control Policy: Othe
Recipients takpage:
Basic/Lockable

This file policy is dependent on tf
folder policy: Advanced/Lockable
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x
Managed Users and Groups I Bxempt Users and Groups I Other Recipients
General Citeria | Alets | Thresholds | Directories | Exempted Subdirectories

Build the criteria by checking the checkboxes and filing in the associated
information. K a checkbox is not checked, that portion of the rule does not
apply.

V¥ I file name matches pattemis) I‘.pst

™ Remove ZIP files containing prohibited content
[~ Enable NTP Software Deep Scan Technology

I~ ¥fie [lodfied Date/Time | isolderthan [22 [Worthis) <]
™ Iffile size is larger than I'Iﬂ Imegabyles 'l
I I'Prdiveﬂaglsldear vl

Action to perform on matching files/directories
Lo " Quarantine " Delete

Note: The share QFSQuarantine or QFS0uar must exist on each
managed machine in arder for Quarantine to work propery.

™| Remove empty directories

E:ecuepoiqronceadayal 2:00:00 AM ﬂ

[~ Apply to files created before this policy existed

’TI Cancel | Apply | Help

zDEFEN DX Copyright © 2019 DefendX Software
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Deep Scan & Zip Sce
Advanced/Lockable

Delete Action option:
Advanced/Lockable
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Advanced/Lockable

Managed Users and Groups I Exempt Users and Groups I Cther Recipients I
" General I Criteria  Aleds IThr&shoIds I Directories I Exempted Subdirectories

—Generate alerts on
File Guarantine : [ Failure
File Delete [~ Success [ Failure

— Messages to send

Sendto Owner————— Send to Other Recipients
™| Email I” | Email
™| Wser Hame Popup I User Hame Popup

ok | cancel | sph | Hep |

Home Directory : PST Audit - File Management Directory x| Advanced/l_ockable

Managed Users and Groups | Exempt Users and Groups | Other Recipients
Generl I Criteria I Aes  Thresholds |D|rec:ton&s| Exempted Subdirectories

Thresholds:
Thresholds | Action | To Owner | To Recips |
€10 Days No Popup Papup

Message Format
[ ' Plain Text  HTML

Add... Remaove Propetties... Copy...

ok | canesl | s | Hep |

W DEFEN DX Copyright © 2019 DefendX Software
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 Managed Users and Groups | Exempt Users and Groups | Other Recipierts
General | Crteria | Alets | Thresholds  Directories | Brempted Subdirectories

| Status | Type
_"fs\Users Active EVS
_NFS01WUsers Active CIFS Server
_1'walWalThUsers Active Filer
_ADMUsers Active Windows

Eemove

v{DEFEN DX Copyright © 2019 DefendX Software
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DefendX Software€ControlQFSSystem Dashboard (QSD)

DefendX Softwar€ontrotQFSSystem Dashboard, referred to as QSD, is ancadi DefendX
SoftwareControlQFS It is a web application that provides administrators with a high level of
statistical information on theiDefendX Softwar€ontrotQFSenvironment. This reporting tool

is efficient for administrators because it provides critical information about thie#e®DefendX
SoftwareControtFQFSenvironment.

NOTEControlQFSor Windows does not support QSD.

Web SD
s [ ke [0 vanee )] W30

For QSD to report on your environment, you need to perform the following:

1. RunDefendX Softwar€ontrotQFSAdmin by clicking Start > Program®efendXSoftware
ControtQFSor NAS befendX Softwar€ontrotQFSor NAS Admin.

2. Rightclick Quota & File Sentinel under the main Windows server.

3. ClickPropertieson the popup menu.

4. On the Dashboard Configurationtab, clear the boxInherit ControlQFS Dashboard
Configurationand check the bokEnableControtQFS)ashboard
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5. Add the following information and then cli€kk

Field

Description

Dashboard URL

Enter the following URL: http://webservernant@éntrot
QFSystemDashboardWebService/QSDWS.asmx

HTTRuser logon

Enter the HTTP username.

HTTP user passwor

Enter the HTTP password.

Proxy host Enter the proxy host.
Proxy port Enter the proxy port.
Frequency This decides how frequentefendX Softwar€ontrotQFS

collects information to the web service, when the database
filled so as the website displays such data. This could be
configured as follows:

1 High Frequency: 1 minutddéfendX Softwar€ontrot
QFSwill keep  sending the collected data out of t
dzZaSNEQ (Nl yalOliAzya S@S

1 Medium Frequency: 15 minutesDéfendX Softwarg
ControlQFSwill keep sending the collected data out
0KS dzZaSNBQ GNIXyal OlAzya

1 Low Frequency: 30 mirres DefendX Softwar€ontrot
QFAff (1SSL) aSyRAy3 (KS
transactions every 30 minutes).

NOTEThe HTTP username and password should be the same Befilned X Software
ControtQFSservice account.

6. ClickOKin the DefendX SoftwareControFQFSConfigurationscreen.

V' DereNDX
®
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Setting the DefendX SoftwareControlQFSApplication
Properties

1.

2.

b A

4

RightclickQuota & File Sentinelinder the main Windows server.
ClickPropertieson the popup menu.

On theEmail Configuratiortab, clear thelnherit Email Configuratiorbox, check thé&nable
Email Notificationsbox, enter the correct information in each of the four text boxes as
appropriate for your network, and clicBK

b2gzr tSGQa Y2@S 2y G2 02y Frit Brddl SEMP), whidh)t S
helps to manage complex networks. Click the SNMP Configuration tab. Clear the box Inherit

SNMP Configuration, check the Enable SNMP Messages box, enter the SNMP console IP

address that will be used to monitor the network, enteetbommunity name, and clicBK
Click theEvent Optiongab and clear thénherit Optionsbox.

Next, we will configure the desired quota threshold and file management threshold events.
Quota thresholds post events when falling below thresholds, when exceeding thresholds, or
both. Check the desired settings in the Quota Threshold Events sectioa didllog box. File
management thresholds post events for file management time remaining thresholds, file
deletion operations, or both. Check the desired settings inRie Management Threshold
Eventssection of the dialog box.

Click theSecuritytab. Clar theInherit Securitybox and check th&nable Securitypox. Click
Addto choose the members or groups for which you want to apply security options.

NOTEIn theNon-Owner Permissionsection of the dialog box, choose the desif
settings for the types of policies and properties.

Click theHitachi Connectottab to add/remove the Hitachi NAS(es) to be managed by the
Hitachi Connector, quarantine/delete prohibited files, and enableldie fileblocking
recovery.

0 The shareControlQF®uarantine orControtQF&uar must exist on each managed
machine so Quarantine can work properly.

0 ¢KS vdzZF NI YiGAYS FTYR 5StS0S 2LJiA2ya ¢2NJ
considered "denied" aéir it was deepscanned or ziscanned, it will be deleted or
guarantined depending on the selected option.
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o Enabling the filblocking recovery settings allows quarantining or deleting the
prohibited files byDefendX SoftwareControlQFSfile control polices that were
copied while theDefendX Softwar€ontrotQFSConnector service wasn't running.
This can happen if th€ontrokQFSmachine was rebooted or shutdown for any
reason.

9. Click theMisc. Optionstab to configure daily email reminders for users whe at or near
guota, directory connector properties (for resolving email addresses), and tuning properties,
which control howDefendX Softwar€ontrolQFSsizes objects at system startup.

0 The daily reminder feature works in conjunction with tBend to Trigering User
setting on theGeneraltab of the Threshold Propertiedialog box. If you're not
sending email notifications to users when an object reaches its quota, the daily
reminder setting has no effect, whether you've enabled it or not.

o If the AM/PM fidd is set to AM, and you enter 423 (military time) in the Hour field,
the AM/PM field changes to PM, and the hour adjusts itself to regular timel{12
PM).

o0 TheInherit Directory Connector Propertiegption works in conjunction with the
Email Configuratin tab on theDefendX SoftwareControFQFSConfigurationdialog
box. If you disable email notifications on tEenail Configuratiortab, the following
options are also disabled.
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Sizing Options

DefendX Softwar€ontrolQFSallows administrators to decide whether to calculate space using

the logical size of files or the physical size of files, where space calculation using logical size is
determined by the size of the data found in files and space calculation using plgizeas
determined by the actual amount of disk allocation units the file consumes. So physical sizing
simply refers to the size on disk. This can be performed as follows:

1. Rightclick Quota & File Sentinel under the main NAS device or aWindows server
container.

2. ClickPropertieson the popup menu.

3. On theSize Optionglialog box, clear thinherit Size Option®ox if you want to set the sizing
option individually on a NAS devicg:. In this case, you need to choose whether to calculate
dza Ay 3 SIE0OKOITAaS\QaS F2 NJ € f FAESEA 2NJ OF f Odz I G-

o |If the size option is changed, this will force a resize operation to occur on the NAS
device.DefendX Softwar€ontrotQFSwill continue to enforce quotas based on the
previous size selection until the resize operation is complete.

o0 The default size option is a logical sizing option.

o The sizing option is not available on Windows hosts machines. Logical sizing is used
for all Windows hosts.

NOTEWhile ControtQFSor NAS can size by logical or physical file sestrol
QFSor Windows cannot.
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Policy Creation

This section outlines standaikefendX Softwar€ontrotQFJrocedures for creating policies.
Please note:

1 DefendX Softwar€ontrokQFSmanages two main types of paths: directory paths and share
paths. For share paths, all you need to do is add a share name. For directory paths, the format
depends on thédefendX Softwar€ontrotQFSadition being used.

o For NASNetApp edition, the directory path format lssol\<volume name¥<some
R A NB O Gioptdaifsubdirectoryanother optional subdirectory]

o For NAS EMC, the directory path format\ifile system mount path=<some
R A NB O Sioptdaifsubdirectoryanother gtional subdirectory]

o For Hitachi edition, the directory path format i&s\<volume name¥<some
R A NB O Gioptdaifsubdirectoryanother optional subdirectory]

o For Windows edition, the directory path format is Drivesome
R A NB O ioptidaifsubdiretory\another optional subdirectory]

Examples d:\private. marketing or dkuserg*

1 Directory paths can have different behavior by putting a star *' instead of one of the directory
names. This type of path forms a star policy, which can be used to mahatjesetories in
the level of the ™*'.

Important: AsControtQFSfor NAS allows the use of * in the middle of a managed path,
ControtQFSor Windows does not.

When testing policies you have created, perform the tests from an independent machine that
is not runningDefendX Softwar€ontrolQFS
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Creating Disk Quota Policies

This section walks you through creating a typical disk quota policy. We will crqatgapolicy
for all your user home directories in a typical server configuration. This quota policy will be
applied to all users in your Users directory. Each user will get a quota limit of 50MB.

1. In the DefendX Softwar&mart Policy Manager hierarchy vielwcate the server/Filer/CIFS
Server/EVS you added earlier. If necessary, click the plus sign (+) adjacent to this entry to
expand the tree. Then click the plus sign next to Quota & File Sentinel to expand the policy

types.

2. Rightclick Disk Quota Policiesid select New > Folder Policy Using Directories.

3. In the New Policy dialog box, click the General tab. Enter a name and a description for your
new policy.

4. Click theQuotatab, selectAbsolute Quota Limitenter 50 MB as the limit, cliékeny Writes
at 100% of quotg and leaveOverdraftunchecked for this example.

NOTE:In a production environment, it is a best practice to implement a
overdraft.

5. Click theThresholdstab to view the thresholds for this quota policy. Notice that one
threshold is already set up: At Quota 100%. Adding more thresholds is as simple as clicking
Addand filling in the percentage information for that threshold.

As space is consumed, thesedhinolds serve as triggers for various actions. Each threshold can
send email or pojup messages to the triggering user, the NTFS owner of the file, and/or to any
other group or individual (network administrators, the Help Desk, and so on). A threshold can
also run a thireparty processg for example, running a virus scan on the file in question, or starting
an archive to tape.

DefendX SoftwareControlQFSlets you create up to 200 threshold levels for each policy.
Common choices for additional levels are 75%, 85%, and 95%. As users hit each of these levels,
you can customize your messages to suggest that users delete some files or contact the Help
Desk andequest a quota increase before their ability to save new documents runs out. It is also
possible to integratdefendX Softwar€ontrotlQFSwith your intranet or automated workflow

and process the limit increase automatically.

6. Doubleclick the At Quota 1@ threshold. The Threshold Properties dialog box for that
threshold level appears. If you configur@ifendX Softwar€ontrotQFSor email earlier,
select the checkbox for email to the triggering user.

TheMessagegabs let you customize the text of thmessages that will be sent.
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TheThreshold Commandgab allows you to specify a program, script, or batch (.BAT) file that
will run when the threshold is reached.

7. After you have chosen the appropriate settings for email and messages, click OK to return to
the New Policydialog box.

8. Click theDirectoriestab. Click theAdd button, type the appropriate directory path for your
Users directory followed by a backslastdasterisk \(*), or type the directory path with an
asterisk \*) in the middle of the path to manage a subpath under each user directory. For
asterisks in the directory path, only one asterisk is allowed.

Important: AsControtQFSfor NAS allows the usef ¢ in the middle of a managed path,
ControtQFSor Windows does not.

NOTEBY default, this quota applies to all users. You can verify this fact by cl
the Managed Users and Groupab.

Administrators, Backup Operators, Replicator, and the Systmoumt are exempt from quotas.

You can verify this fact by clicking theempt Users and Groupab. To change this setting, select
the appropriate entry and clicRemove

9. Click theExempted Directoriesab. Click theAdd button, type the subdirectory you want to
exempt from the managed directories list.

NOTES:

9 Asterisks * are not supported to be part of the exempted path.

1 While ControtQFSor NAS can exclude directories from quota polici&sntrot
QFSor Windows cannot.

10.ClickOKto close theNew Policydialog box.DefendX Softwar€ontrolQFSwill create the

new quota directory policy, which will be inherited by all systems from this point down in
your hierarchy.
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Creating File Control Policies

This section shows you how to create a file control policy. Perhaps your company has a corporate
policy that forbids downloading music files from the Internet. To help the staff comply with this
L2t A0z fSGQa ONBIGS | Fing n®ic ed gnitidBetver L2 £ A O (K

1. In the DefendX Softwar&mart Policy Manager hierarchy view, locate the server/Filer/CIFS
Server/EVS you added earlier. If necessary, click the plus sign (+) adjacent to this entry to
expand the tree. Then click the plus siggxt to Quota & File Sentinel to expand the policy

types.
2. RightclickFile Control Policieand selecNew > Folder Policy Using Directories

3. TheNew File Control Policglialog box opens. Give your policy a name and description.

4. Click theCriteriatab. Then clickAdd and enter the file patterns you want to block (for
example, *.AVI, *.MP3, *MPG, *.MP2, and *.VBS).

NOTEBe sure to include the asterisk and period (*.) when you specify a file type

DefendX Softwar€ontrolQFSollows the normal Widows rules for wildcard file specifications.
For example, enter *.MP? to include .MP3, .MP2, .MPGetall music files.

Important: AsControtQFSor NAS allows the use of * in the middle of a managed p
ControtQFSor Windows does not.

This tab also includes two optionBJock Zip filescontaining prohibited content andEnable
DefendX SoftwareDeepScan Technologywhich enable the administrator to decide how
thoroughly files are scanned for the policy. See the following sections afdghisment for more
detailed information on these features.

5. ClickOKto return to theNew File Control Policglialog box.

6. Click theDirectoriestab. Click theAdd button, and either type the directory path or type the
appropriate directory name followed bykamckslash and asterisk).

7. Click theControl Optionstab. Because our policy is to prevent the creation of these files,
select the radio button labeledlways Denyunder the optionsOpen for ReadOpen for
Write, andCreate New

8. By default, user accoustwith Administrator privileges are exempt from any policy you
create. If you want to change this setting, click Eseempt Users and Groupab, select the
Administratorsentry, and cliclRemove

9. ClickOKto save this policy.
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Creating File Management Hoies

This section walks you through creating a file management policy. Your company may have a
corporate policy that allows your employees to store files in a central or shared location. As an
administrator, you are responsible for maintaining the dstiared in this location, which includes
RSt SGAy3 2fR 2N 20a2ftS3GS RFEGlF® [ SGQa ONBI (S
aged files.

1. In the DefendX Softwar&mart Policy Manager hierarchy view, locate the server/Filer/CIFS

Server you addedaglier. If necessary, click the plus sign (+) adjacent to this entry to expand
the tree. Then click the plus sign next to Quota & File Sentinel to expand the policy types.

2. RightclickFile Management Policgnd seleciNew > Folder Policy Using Directories
3. TheNew File Management Poliayialog box opens. Give your policy a name and description.

4. Click theCriteriatab. Setthe aspects of the policy: file patterns to remove, age of the files,
size, and archive status. You can also select a specific action to take for thiofilsample,
allowing audit, quarantine, or removal when the policy is triggered. Specify whenftoce
the policy and whether it will be applied retroactively to files created before the policy.

NOTE2 KSy (GKS FAES YIyl3SYSyid LRtAO®
date, it will remove empty directories after processing them. If a managedtdry
was not empty and the file removal policy controlling it has deleted all files ir
managed directory, the policy will remove this directory if tRemove Empty
Directoriesoption is checked.

5. Click theAlertstab. As desired, turn on alerts ftme quarantine and deletion of files. Once
the alert is enabled, you have the option of enabling email (if the email server has been
configured).

6. ClickOKto save the policy.
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Viewing Directories

This section shows how you can view all the directoriesdhalocated on a certain server, Filer,
CIFS Server, Titan, or Hitachi NAS.

1. IntheDefendX Softwar&mart Policy Manager hierarchy view, locate the server, Filer, or CIFS
Server containing directories you want to view. If necessary, click the plus-yigthdcent to
this entry to expand the tree.

2. Click the plus sign next to Quota & File Sentinel.

a. For the Windows server, click the plus sighr(ext toServer Directoriego view the
folders located on that server.

b. For the Filer, click the plus sign ket to Filer Directories to view the volumes located
on that Filer.

NOTE:You can view that feature if you have a NetApp Filer attached to| the
DefendX Softwar€ontrolQFSapplication.

c. For the CIFS Server, click the plus sign (+) next to CIFS ServeriBsréz view the
file systems located on that CIFS Server.

NOTEXou can view that feature if you have an EMC CIFS Server attached|to the
DefendX Softwar€ontrolQFSapplication.
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Viewing Shares

This section shows how you can view all the shalieectories located on a certain server, Filer,
or CIFS Server.

1. IntheDefendX Softwar&mart Policy Manager hierarchy view, locate the server, Filer, or CIFS
Server with shared directories you want to view. If necessary, click the plus sign (+) adjacent
to this entry to expand the tree.

2. Click the plus sign (+) next to Quota & File Sentinel.

d. Forthe Windows server, click the plus sign (+) next to Server Shares to view the shared
folders located on that server.

e. Forthe Filer, click the plus sign (+) nexEtier Directories to view the volumes located
on that Filer.

NOTE:You can view that feature if you have a NetApp Filer attached to| the
DefendX Softwar€ontrolQFSapplication.

f. Forthe CIFS Server, click the plus sign (+) next to CIFS Server Shaneth®oshared
folders located on that CIFS Server.

NOTEXou can view that feature if you have an EMC CIFS Server attached|to the
DefendX Softwar€ontrolQFSapplication.
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DefendX SoftwarddeepScan®

A powerful feature ofDefendX SoftwareControlQFSis DefendX SoftwarddeepScan®. This
technology allows the administrator to specify whether to use the default scan for file extensions,
or scan deeper for header information to determine the true nature of a file.

Before selectingznable Deep Scan Technologyy the Criteriatab in theNew File Policyialog
box, it is important that you understand how this function will affect your data and user
community.

DefendX Softwar®eepScan uses file header information to determine the type of file. Even if

the file Stnshine on My Shoulder.mp8 renamedSunshine on My Shoulder txt will be seen

and controlled as an audio (.MP3) file. Likewlsen.jpgmay be renamed td.ion.txt but it still

will be seen and controlled as a .JPG BlefendX Softwar®eepScan does this by looking at the
FAESQa GeLlSe ! odwtD FAES A& Ay Wt 9D AYIF3IAS T2
extension .JPG, .JPEG, or .TXT.

DefendX Softwar®eepScan supports the following file types:

1 Audio FilesDefendX SoftwarDeepScan supports audio files with extensions .AlF, .AIFF, .IFF,
AU, .SND, .CDA, .WMA, .ASF,.MIDI, .FLAC, .OGG, .RMI, .RA, .RAM, .RM, and .AA

1 Video files.DefendX SoftwardeepScan supports video files with extensions .MOV, .QT,
.MPEG, .MPG, WMV, .AS#4V, .RM.

i Other files.DefendX Softwar®eepScan supports files with extensions .M3U, .MID, .M4V,
.MPEG4, .MPEG2, .RAR, .MP33, .MP3A, .MP3B.

Some notable items regardiri@gefendX Softwar®eepScan operations are the following:

1 Microsoft Office files. Miasoft Office applications store documents as OLE structured
storage files (known as compound files). Microsoft Office recognizes Office files regardless of
extension (.PST, .DOC, .XLS, etc.), and they are all treated as the same file type. This
characterisic preventsDefendX Softwar€ontrolQFSfrom being able to block .PST files
while allowing .DOC files, for example, wheafendX Softwar®eepScan is enabled. The
.DOC file is seen as the same file type as the blocked .PST and is also blocked. If the
administrator adds .DOC to managed fil®efendX Softwar€ontrolQFSwill also manage
other Office files in the same manner.

T Microsoft Office 2007 files. Those files are real .ZIP files. So, if .ZIP files are to be controlled
by the DefendX Softwar®eepSca, the MS Office 2007 files will be controlled under the
category of .ZIP files, too.
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Text files. When forming your file control strategy, bear in mind that a .VBS or .BAT file is a
text format file. WithDefendX Softwar®eepScan enable@efendX Softwar€ontrolQFS
will manage them (and similar text file extensions) in the same manner as .TXT files.

Google Earth Keyhole markup files. The same limitation that applies on MS Office 2007 files
applies on Google Earth Keyhole markup files.

Windows installefiles. MSI files will be recognized as MS Office files because of the format
MS implemented them in.

enableDefendX Softwar®eepScan, perform the following steps:

In theDefendX Softwar&mart Policy Manager hierarchy view, locate the Filer or CIK&rSer
you added earlier. If necessary, click the plus sign (+) adjacent to this entry to expand the
tree. Then click the plus sign (+) next to Quota & File Sentinel to expand the policy types.

. Expand the File Control Policies. Then Hgjluk the desired e control policy and select

Properties.

Click theCriteriatab. Check théenable NTP Deep Scan Technologyion to control how
thoroughly files are scanned for the policy.
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Another powerful feature oDefendX Softwar€ontrotQFSsDefendX SoftwarsA L} Ol yu d L ¥F
option is selected)efendX Softwar€ontrolQFS3ooks for managed file types inside compressed

files with the .ZIP extension. For example, entering the .MP3 file type and selBtitigZip files
containing prohibited contenton theCriteriatab in theNew File Policglialog box will block files

named .MP3 within a .ZIP file.

Blocking .ZIP files is performed by examining the list of contents for the .ZIP file. With current
technology, adding a third levef scanning could negatively impact file operations. When polling
the industry, we found that most customers were not particularly concerned with renamed files
within .ZIP files because users would find using those renamed files to be cumbersome enough
to outweigh any benefits they would gain.

To enableDefendX Softwar&ipScan, perform the following steps:

1. IntheDefendX Softwar&mart Policy Manager hierarchy view, locate the Filer or CIFS Server
you added earlier. If necessary, click the plus sign (+) adjacent to this entry to expand the
tree. Then click the plus sign (+) next to Quota & File Sentinel to expand the policy types.

2. Expand the File Control Policies. Rigintk the desired file control policy and select
Properties.

3. Click theCriteria tab. Check theBlock Zip files containing prohibited conterption to
specify how thoroughly files are scanned for the policy.
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component ofDefendX Softwar@ @ontrotQFSapplication. EUSI contains several utilities to aid

network administrators in informing users about what constitutes a quota violation and to assist

users in fixing the problem.

To instalDefendX SoftwarBUSI, insert the DVD and select the installadipiion from the install
interface. Follow the prompts to install the various components:

1 DefendX SoftwareControFQFSEmail Templates. Install these components on the same
server adDefendX Softwar€ontrolQFS

1 DefendX Softwar&torage HelpSite. Thisllection of web pages describes what each quota
policy violation means. Its purpose is to help users understand why they were notified about
a quota violation, to reduce the amount of time administrators spend answering these simple
guestions.

1 DefendX Skware EUSI website. This site allows users to see what policy they violated,
request policy changes, and clean up their drives.

The DefendX SoftwareStorage HelpSite, EUSI website, abdfendX SoftwareStorage
Ly@SaiaAaal id2 N O2Y LR ghdwyidtranetivkPsdnieR THeefendX Soiwatef f SR
ControtQFSEmail Templates component should be installed on the server in wbatandX
SoftwareControtQFSs installed.

Three dialog boxes are of particular importance in the installation process:

9 Virtual Directory. When thébefendX Softwar&torage HelpSite aridefendX Softwar&USI
website are installed on a web server, the installation creates virtual directories. By default,
the directories are named HelpSite and EndUserSupportWebSite. You can chasge t
default names in the Virtual Directory dialog box.

1 Hosting URL. Use this dialog box to specify the URL of the web server that hd3&fahdX
Software Storage HelpSite an®efendX SoftwareEUSI website. For example, use the
following addresses:

http://10.10.2.40
http://intranetserver

This address is used by tbefendX Softwar€ontrokQFEmail Templates component to access
the websites.
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1 Email Options. In this dialog box, the Recipient is the mailbox to which quota change requests
should be sent. One feature of tiidefendX Softwar&USI website is the capability for users
to email requests for quota policy changes. The SMTP serveraddness of the email server

to use.
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DefendX Software€ControkQFSEmail Templates

DefendX Softwar€ontrotQFIEmail Templates are preformatted HTML email messages that can
be imported easily intoDefendX SoftwareControtQFS The following emaitemplates are

provided:

1 BelowThreshold. Indicates that the user has gone below quota and is now allowed to save
things to the share name again.

i FileBlocked. Indicates that a particular file was blocked from being stored on a network share.
This message nfig indicate a prohibited extension (such as .MP3) or some other blocking
reason specified in thBefendX Softwar€ontrolQFSolicy.

T h@dSNy¥vdz2il ® LYRAOIGSE GKFG | dzZASNRA FOlhAzy
particular message contairlsiks to both theDefendX Softwaré&torage HelpSite and the
DefendX Softward&eUSI website. The OverQuota email message automatically passes the
server and share name of the drive on which the quota was violated. To change this setting,
see theDefendX Softare ControfQFSlocumentation for valid keys.

1 FileRemoval. Indicates that a particular file of a user has been removed by a file removal
policy.

NOTE:When installing theDefendX Softwar€ontrotQFSEmail Templates, it i
very important that you specify URLs for tBefendX Softwar&torage HelpSits
and theDefendX Softwar&USI website. The default web pages have placeho
for these URLs. If you do not specify the addresses, the email templdtesoty
function as designed.
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Adding an Email Template tbefendX Softwaré&ontroFQFS

1. Open theDefendX Softwar€ontrotFQFSAdmin tool. Select the policy to which you want to

add email; then choose File > Properties.

2. Click theThresholdgab.

qal - Quota Directory Policy

tanaged Uzers and Groups I Exempt Uszers and Groups I Otker Recipignts

General I Huota Thresholds | Directories
Threszholds:
Thresholdz | Action | To Triggering Usger | To Qwner | ToRecips |
Ernail Emnail Mane
W 20 & [x] Ernail Emnail Emnail
W a0 Mo Email Email Email
9 90 & [x] Ernail Emnail Emnail
0 At Quota 100% Mo Email Email Email
IMeszage Format
’7 " Plain Text f* HTML

Add... Bemove Properties... Copy...

ak. I Cancel | Spply | Help

3. SelectHTMLas the message format and then click fPepertiesbutton.

4. In the Threshold Propertiesdialog box, you can customize messages for each type of
recipient. For this example, we want to send email only to the user who triggered the quota.
In the Send toTriggering Usessection of the dialog box, sele@mailas the notification

method.
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5. Click theTriggering User Messagé¢ab.

qal - Quota Directory Policy
Managed Users and Graups I Exempt Users and Graups I Other Recipients I
General I Guaota Thresholds | Directorizs
Threshalds:
Thresholds ‘ Action | To Triggering User | To Dwner | To Recips |
Ernai Email Nong
Mo
Ma Email Email Email
MHa Email Email Email
W 4t Quota 100%  No Email Email Email
Message Format
’7  Plain Text @ HTML ‘

Add... Bemave Properties... Copy... |

ak. I Cancel | Apply | Help |

6. In the sectiomAbove orWrite Denied Threshold Messagelick theEdit Textbutton to open

a text editor. In the text editor, doseFile>Newto remove all existing text.

Id Propertie

General | Other Recipient Messages | Owner Messages
Triggering User Messages I Threshold Commands
Below Threshold Message
Email Subject:

|Fell Below a Quota Sentinel Threshold.

Email Text:
I<emai| message is formatted as plain text> Edit Text
Popup Text:

You have gone below %T%% of your ZLMB quota for %P on server %5,

Above or'Write Denied Threshold Message
Email Subject;

]Went Over a Quota Sentinel Threshold.

Email Text:
l(email message is formatted as plain text> Edit Text
Popup Test:

You have reached %T%% of your %ZLMB quota for %P on server %5,

0K Cancel

Help

V' DEFENDX
®
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7. Chooselnsert > File. Browse to the directory wher®efendX Softwar&USI website was
installed and open the file OverQuota.htm.

TN e Ratan AL T ml o rlalal = =l=laslsl =l v 'Fé‘-\fﬂli]
Look in: ]_) EndUserSupportwebSite LI = &k B~
;:‘:Jlmages &}overQuota htm

() Mail
‘—“éjBe!owThreshold.htm
/& ]FileBlocked.htm

g] FileRemoval.htm
‘é]Footenhtm

File name: ["A htm Open

Files of type: IHTML Documents [*.htm) L‘ Cancel J

8. ClickFile, Save, & Close

9. ClickOKas needed to exit the dialog boxes. Now, when a user goes over quota, he or she will
receive an email message explaining that the quota limit has been reached on that server.
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Specifying a File Control Message

1. After creating a file control directory pol, click theControl Optionstab in the New File
Control Directory Policylialog box.

2. In the Messagessection of the dialog box, seleetTML Then click theMessage Text and
Actionsbutton.

r
ol Directory Poli

Managed Users and Groups ] Exempt Users and Groups | Other Recipients ]

Genersl | FilePattems Control Options | Directaries |
File Contral Settings
Open for Read | | Open for 'White Create New
Log Event: Ji | - o
Always Allow: o« | @ (+
Always Deny: g ® c
- Messages
" Plain Text ¢ HTML Message Text and Actions...
oK | Cancel I Apply ] Help l

3. In theFile Control Messages and Actiod&log box, click th&eneraltab and selecEmail
as the notification method in th&end to Triggering Usesection of the dialog box.
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4. Click theTriggering User Messagedab. In theFile Control Deny Messagsection of the
dialog box, click th&dit Textbutton to open a texteditor. In the text editor, choose File >
New to remove all existing text.

File Control Messagas and Actions sy

General | Other Recipient Messages |
Triggering User Messages | Pracess Commands |

T File Control Log Message
Email Subject:

» {File Sentinel Warning.

| Email Text:

<email message is formatted as plain test> i | |
rle il message is formatte plai Edit Text Clear
; Popup Test:

File Sentinel - This warming message was issued for saving file %P.

File Control Deny Message
Email Subject:
|File Sentinel Rejection.

Email Text:
|<emai| message is formatted as plain texts Edit Text | Clearl
Fopup Test:

File Sentinel - You are not allowed to save file %P.

0K | Cancel I Help I

5. Chooselnsert > File. Browse to the directory wher®efendX Softwar&USI website was
installed and open the file FileBlocked.htm.

Trigeering User Messages - File Contiol Deny Message |

“TimesNewHoman ~l 12 ] Bl]l u |‘@| E

Upen

Lock in: | (=9 EndUserSupport/ebSite ] & ck B

(C)Images &]overQuoata:htm
(CMail

g] BelowThreshold. htm

&]FileBlocked.htm

@ FileRemoval htm

sé‘] Footer.htm

Filename:  [FileBlocked htm Open
Files of type:  |HTML Documents * htm) | Cancel
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6. ClickFile, Save, & Close

7. ClickOKas needd to exit the dialog boxes. Now, when a user tries to copy a blocked file, he
or she will receive an email message.
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DefendX Softwarestorage HelpSite

The DefendX SoftwareStorage HelpSite provides web pages that answer the most basic
guestions abouDefendX Softwar€ontrotQFJolicies and violations. The idea is to take this
burden away from the network administrator and put the information in one central place. The
DefendX Softwar€ontrolQFSEmail Templates contain links to tiefendX Softwar&orage
HelpSite so that when a user triggers BafendX Softwar€ontrotQFSpolicy, he or she can
quickly obtain information about the policy and how to fix the problem.

TheDefendX Softwar8torage HelpSite should be installed on a local web servein3tadiation
process takes care of creating the virtual directory within IIS.

DefendX Softwardend User Support Infrastructure Website
This website contains pages that allow the user to perform the following:

1 DownloadDefendX Softwar&torage Investigator for cleaning up the user's directories.
1 Email the network administrator, requesting a change to the user's policy.

The website is accessible from tbefendX Softwar€ontrotQFSEmail Templates files. During
the installation ofDeferdX SoftwareEUSI, you will be prompted for the name of the virtual
directory that should be created. This component should be installed on a web server.
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directories in order to avoid violating storage policiBefendX Softwaré&torage Investigator

shows all files sorted by various criteria, such as the following:

Largest files

Oldest files

Duplicate files

== = = =

Aged files
91 Extensions

DefendX SoftwareStorage Investigator is an ActiveX control that is set up to download from
CleanupFiles.asp on thzefendX Softwar&USI website. Due to the nature of ActiveX controls,

the user must be an administrator on the local machine to download and register the ActiveX
control. For environments in which users are not administrators on their local machines, an .MSI
fleisproRSR® ¢ KA & FTAES Oly 06S dzaSR gAGK ! OGA QDS 54
of DefendX Softwar&torage Investigator to each machine. Once EtefendX SoftwarS&torage
Investigator ActiveX control is installed and registered, users can suodtirol.

For more information on configurin@efendX SoftwareStorage Investigator, seBefendX
SoftwareStorage Investigator Parameters Referen€er more information on usinBefendX
SoftwareStorage Investigator, sd@efendX Softwar8torage Investigtor User Manual
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Administering DefendX SoftwareControlQFS Service
through aDefendX SoftwareControFQFSAdmin Client

Running on a Different Machine

This section provides stdpy-step instructions on installing thBefendX Softwar€ontrolQFS

Admin Client, enabling you to administrat€antrotQFSservice running on a different machine.

This kind oDefendX Softwar€ontrotQFSAdmin Client installation enabld3efendX Software
ControtQFSadministrators easily to administé&efendX Softwar€ontrokQFShat is installed

on all the servers over the entire network. This can be done through a local user interface that is
Srairfte AyadlrtftSR 2y (GKS FTRYAYAA(INT G2NRA

For anDefendX Softwar€ontrotQFSadministrator to be able to use thBefendX Software
ControtQFSAdmin ClientpefendX Softwar8mart Policy Manager Admin abeéfendX Software

f 2010 f

ControlQFS RYAY O02YLRYySyila aKz2dzZ R 0S AyaidlttSR 2y
the following instructions.

T

NOTES

There is a slight difference in the installation DéfendX Softwaré&mart Policy
Manager andDefendX Softwar€ontrotQFSon anDefendX Softwar€ontrolQFS
{ SNIPSNJ dSNRdza (GKS AyadalttlriaAazy 2y

DefendX Softwar€ontrokFQFSAdmin Client User Interface is using Remote RP
communicate to theDefendX Softwar&mart Policy Manager service. Therefq
DefendX Softwar€ontrotFQFSAdministrator needs to have permissions to run g
execute Remote RPC on the managed machine. Alatdruser does not have R
Permission by default. Therefore, if the user performing the administration ig
an administrator in the domain, the user needs to be added to the Distributed
Users group on the machine to be managed.

b A

4
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Installing DefendX Software&smart Policy Manager Admin
Component

1. Log on to your local computer, using an account with administrator privileges.

2. On theDefendX Softwar@roduct Installation page, click your product installation link under
the Product Components sectio

3. When prompted to instalDefendX Softwar&mart Policy Manager, clidkesto launch the
Installation Wizard.

CEET =

4% TP Software Smart Policy Manager iz not installed on your
'-.\ f.-' gystem. You need it to run this application.
== If you do not install Smart Policy Manager the setup will exit.

Do you want to install Smart Policy Manager at this time?

4. On theDefendX Softwar&mart Policy Manager installation welcome dialog box, blekt.
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